System Administration and
AOSS Networking A

TRAINING .5 —

Topics

1. System Administration 1

2. System Administration 2

3. Managing Directories & Files

4. Networking & Integrating Linux with the MS
Infrastructure Samba Wireless Connectivity
5. Connecting Printers and Scanners
6. Mail server



AOSS Objectives A

TRAINING & —

Able to
* use vi to edit text files

* Use the command line and Graphical User
Interface to manage users and groups



AOSS Outline

TRAINING

* Learning the VI (improved) Editor

* User and Group Administration



AOSS What 1s v1? A

TRAINING & —

* A screen-based editor used by many Unix users
* Included with ALL Linux distributions



AOSS Motivation of vi A

TRAINING B

* Necessary when fixing system problems, and
your graphical desktop refuses to start.



AOSS Starting vi

TRAINING - -

& X Lo il =il _Balix

* Vi

* Vi1 filename

YIM - Vi IMproved

) version B

by i ol al,
Yim i=s open source and freely distribotable

I ~ indicates Iines that Help poor children in Uganda)!
are not |n ﬁle. type thelp icof for information

e to exit
thelp ar fo -line help
thelp versionb for wversion info




AOSS Quitting vi A
TRAINING - -
Command Result
77 Write file and quit vi
‘w! Save/overwrite the file
:q Quit vi only if there 1s no unsaved edits
:q! Quit without saving, even if there have been
changes to the file
¢! Return to the last saved version of a file without
edits




AOSS Moving the cursor &

TRAINING

h key:
One character to right
— el e —
: 1 key:
J key: ‘ one character to left

One Line down Y



Moving the cursor: _
e Other commands A

First Page H key:
Move to top of

screen

G key:
Move to end of
file

Last Page




AOSS Working Modes

TRAINING

* Three Modes

— Command mode
— Edit mode
— Last Line mode
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Aoss Transition of Working Modes A

TRAINING

e
vi_[filename]
Shell X, d
i
ZZ, :q, :X
| Y -
Command Mode
A
<
1 y a' y O y
ry ¢, ~
[Enter] I[Esc]
Y
Command-line Mode [<— Edit Mode
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Aoss Inserting & Appending Text A

TRAINING

Command |Result

append Place text just after the cursor

insert Place text just before the cursor

open Open a new line below the cursor and begins
inserting text there
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aoss Editing in Command Mode A

TRAINING & —

Command Result

change Change from cursor to end of line -- delete and
start insert mode

replace Replace a single character with another
character

~ switch a single character from
uppercase/lowercase to
lowercase/uppercase
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aAoss Deleting in Command Mode A

TRAINING B

Command Result

dl Delete the next character

dw Delete the current word

dG Delete to end-of-file

dd Delete the current line.

d$ Delete to end-of-line

X Delete the character where the cursor 1s
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Copy & Paste

AOSS - %
ko in Command Mode

Command Result

yy Yank the current line into buffer

dw Delete word.

X Delete the character where the cursor 1s
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AOSS Outline

TRAINING

* Learning the VI Editor

* User and Group Administration
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User Administration:
AOSS _— f\
B RTNTNG Motivation

e

* Necessary to differentiate the users using the
system

* Allows each user to keep a set of private file

* Allow user customization of the working
environment

17



AOSS

TRAINING

Starting KUser

Help
Internet
EMOFPFIH
kALItifmedia
Office
~y oettings
Gn System
Gy Toys
A Utilities

Lost & Found
& Caontral Center
Find Files/Folders
Help

Home (Personal Files)
Actions

&

% E

+
134

&d

ElE sl

E &

P
Wk

o)

Bookmarks

PR |

Gllick Browser

v

Fun Command...

awitch User b
Lock Session
Log Cut..

o
g
©

|m'-ﬁ'-’a”b‘f (o ’ f .f

-+

O >3AER,

EinfoCenter {Info Center)

EPackage (Fackage kManager)
FRandRTray (Screen Resize & Rotate)
ESysGuard (Ferformance konitar)
ESysh (SysW-Init Editon)

EUser (User Manager)

kansole (Terminal Program)

kit (Desktop Sharing)

Messus (Messus)

GTFarted

Root Terminal

Run as different user

Run as different user (Gksw) (Run as different user (Gksul)
Task selector (Task selectar)

Top (Top)

X-Terminal as root (GRsW) (<-Terminal as root (GRS
Xoonsole (Xconsole)

Hload (Kload)

Hyidiune (Hvidtune)

gscanbus (gscanbus)

i61 Orotate (g1 0rotate)

pstree (pstree)

reportbug (reportbug)

kore Applications b
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AOSS

TRAINING

root

dasrnon
bin

SYS

SYNC

garneas

mail

Moo o= @ W W R s

hews

)
L=}

LiLicp
13 proxy
20 rmajordom

21 postgres

File User Sroup

Settings Help

A A HEO 0 0O

raot
daarmon
bin

SYS

Sy
farres
mian

I

rmail
MEWS
LILIC
oy

M ajordormo

postgres

iroot

Jusrishin

Jbin

felew

fkin

fusrigarnes
Ivar/cacha/man
Ivar/spool/lpd
fvar/mail
fvar/spoolinews
Ivar/spooliuucp
fkin
Jusrilibimajordomo

fvar/libjpostgres

Ibinfbash
fhirysh
fkirysh
fhinysh
Tk syric
fhirysh
fkirysh
fhinfsh
fhinysh
fhirysh
fkirysh
fhinfsh

fbinfsh
ibiry'sh

|F{ead'_-,.'|
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AOSS Add User

TRAINING L —

- Click on 1lser menu, then select Add.

Please type the name of the new user:

ogin: I
User ID: [501

Home folder: [.rhome.rl ruxgesk

After entering the .
username {




AOSS Customising KUser &

TRAINING

* Click the menu Settings->Configure KUser...
e e e JEE:

General | Settings
GEaI Connection l Passwar d Policy ]
J Source o f user/group database: Fil | v]
Files Shell [ | v]
J Home path template: [.rhnr‘ne.f%u ]
LDAP First norrmal UID: | 500 |
Eirst normal | GID: [ S00 ]

|Z| Create home folder

IEI Copy skeleton to horme folder

|Z| User private groups Default group: [ |$]

[ Help ][ Defaults [ aK ][ Apply ][ Cancal 21




AOSS The password file

TRAINING

* [Located in /etc

root:x:0:0:root:/root:/bin/bash
daemon:x:1:1:daemon:/usr/sbin:/bin/sh
bin:x:2:2:bin:/bin:/bin/sh
sys:x:3:3:sys:/dev:/bin/sh
sync:x:4:65534:sync:/bin:/bin/sync
games:x:5:60:games:/usr/games:/bin/sh

22



AOSS

TRAINING

UID Range A

* Varies slightly across distribution

UID Range Purpose

0-99 Used for system accounts allocated by the
Debian project. The "root" account 1s UID 0

100 — 999 Are for system users which have not been
allocated by the Debian project.

1000 — 29999 | are normal user accounts.

65534 User "nobody", an account with no rights or
permissions.

23



AOSS$/ser Management via command Line
TRAINING F’ —

Command [Deseipion
useradd To add a new user to the system.

userdel To remove an existing user from the system

usermod To modify the information on a user

passwd Allows a user to change his password.

24



AOSS

TRAINING

Exercise

* Create the following users each with a home
directory /home/<Username>.

Group Name
Username
apollo ares athena
joe X X
jason X X
john X X X
jimmy X

25



AOSS

TRAINING

System Administration 2 A




AOSS Motivation A

TRAINING B

* You wanted to restrict the people that can
access your files and what they can do with
them.

27



AOSS Permission Levels &

TRAINING

Read (R) Allows you to read the content of a file. For a
directory, it allows the Is command to list all
the file names in the directory.

Write (W) Allows you to modify the file. For a directory,
you can create or delete files inside that
directory.

Execute (X) |Allows you to run the file. This means that
the file either have to be an executable Linux
commands or a shell script.

28



Understanding file ownership

AOSS

TRAINING

and permission A

T

* The first character 1s a hyphen (-) 1f it 1s a file or
d if 1t 1s a directory.

* The 2nd to 10th characters represents the user,
group and "other" permission.

drwxr-xr-x

2 knoppix knoppix 120 May 31 16:17 .bashrc

29



Other information !
TARﬂrstG in the Is command A

T

drwxr-xr-x 2 dnoppix k“oppix 110 Mayl 31 16:17 .bdshrc

S

File's Last modified date
F User's primary group

M username

30



aoss  Modifying Commands A
TRAINING L)

* chmod [alu|g|o][+]|-]<permission> <file>
* Example
chmod g+rwx data.txt

31



Changing Permission :
TARﬂ,stG using graphical interface &_

Click on the Konqueror icon.

32



Managing Software packages:

AOSS

TRAINING

The Graphical Way (2)

A

e

* Select any file. Right click, and select properties

from the nonun menu.

User login:

Full name:
Login shell:

ormie folder:

Address:

Accourt disabled

eeeeeeee

eeeeeeee

yyyyy

33



AOSS Exercise A

TRAINING & —

* Create two groups, alpha and beta.

* Create two users, elise and mary. Elise belongs
to the group alpha. Mary belong to the group
beta.

* Create a file that belongs to elise in her home
directory. Change the permission so that mary
can view the file.

34



AOSS

TRAINING

Run Level

* Defines the state of the system

A

Run Level

Action

System shutdown

Single-user mode

Multi-user mode without network

Multi-user mode with network

Multi-user mode with network and GUI

O AL WIN|—

System Reboot

35



AOSS Changing runlevel

TRAINING

¢ Command
1n1t <runlevel>

e Changing default runlevel.

- letc/inittab -
# The default runlevel.
id:2:initdefault;

> Default runlevel

A

36



Managing Software packages: :
f\Rg,stG Motivation A

e

* Wanted additional programs to work more
efficiently

* Upgrade of existing programs when new
versions are available

37



TARﬂ,stG The Graphical Way (1)

Managing Software packages: é

* kpackage (available with KDE)

{) Configure
@ Mletworksnternet

) Services
O Uutilities : » ) Choose/Restat KNOPPIX Desktop

@ Root Shell () Harddisk/CD/DVD DM& Acelleration

ﬁ Mahﬁge Sn:uﬂware |n I{NDF'F'I}{ [hpackagej —
. 6 j \é ’| f W Samba Metwork nghhnrhnnd

38
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AOSS The KPackage Tool

TRAINING

Ivl — i ﬁ' i :m'isltrw

Eile Packages Cache Special Seftings Help

.| Installed | Updated | New | &l | Properties | File List | Change Log |
E¥ Search: . +*
| —_— apt-show-versions w
Fackage w [ Mark | Summary H
name apt-show-versions
4. pt-sh i
T:} a way play, record, and com summary lists availahle package versions
i with distribution
'.\__,;:: - alien a install non-native packages version 0.08
- ¥ anacron a a cron-like program that doe status install ok installed =
'_J"“ - 4% apmd a Liilities for Adwvanced Power qroup admin
@ ‘!} apt-shov-versio... a lists availahle package versi size 34000
- % apt-utils ° APT utility programs description apt-show-versions parses the
- % arpwatch a Ethernet’FDDI station activit dpky status file and the APT lists
o : ; for the installed and available
Bt Delayed job execution and ! package versions and distribution
- 408 hacula-client a Metwork backup, recovery a and shows upgrade options within
- ¥ hacula-cammaon - @ Metwork backup, recovery a the specific distribution of the
-~ hacula-consale @ Mebwork backup, recavery 3 ii;‘iﬁﬁ?fﬂicﬁigee-érnhifes really =
- %0 hacula-d “ Metwark backup, recovery 3 stableftesting environment and
- 9% bluez-utils a Bluetooth tools and daemons want to list all packages which
o . are from testing and can he
A bty Access software for a blind | upgraded in testing,
- 4% cdbackup a CD-R(W) backup utility i +*
. . architecture all 1
-4 cony a in-place filesystem co
| | | ||[e] il [ [eim]
I . | I Uninstall |
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Managing Software packages:
TARgrstG Installing with kpackage A

e

* Download pkg file to hard disk.

* In KPackage, from the File menu, select Open.
In the dialog, select the pkg file.

40



AOSS Exercise A

TRAINING & —

* Find out what nano i1s. Using KPackage, install
nano.

41



AOSS

TRAINING T -

Move the mouse pointer over the first icon on the Knoppix
Desktop and hold it for a short while. You should see a pop-
up window like this:

Q@ PR Let us now try to
C E.';ﬁ’.ﬁrf'j” understand how
Knoppix, or Linux,

Managing Directories & Files - 1 A

Marme: CO-ROM [cdrom]
Type: File System Device Organizes the
Flog Size: 1,000 B {1,000 _ _ ,
dli: Modified: 07/11/05 08:44 am directories and files.

~, CWher: khoppi< - knoppis

E i

| Permissions:  -ry-r--f-- We also want to

o Name: CD-ROM [cdrom understand the
Camment: File aystem Device Ownership and
Link Ta: fmnticdrom

permissions.

42




AOSS

TRAINING : . . —
. ﬂnux freats all devices as files and has actual files that represet

each device. In Linux, these device files are located in the /dev
directory.

Managing Directories & Files - 2 A

Name Description

/dev/hda First Integrated Drive Electronics (IDE) hard drive (the C:
drive in DOS and Windows)

/dev/hdb Second IDE hard drive (the D: drive in DOS and
Windows)

/dev/sda First Small Computer System Interface (SCSI) drive

/dev/sdb Second SCSI drive

/dev/td0 First floppy drive (the A: drive in DOS)

/dev/td1 Second floppy drive (the B: drive in DOS) 43




Managing Directories & Files - 3

AOSS
TRAINING
TN R
\/ \/
Disk 1 Disk 2
\/ \/
/ (root) /usr

/home /boot /etc /dev /bin /sbin

/usr/local /usr/share /usr/doc /usr/lib

An example of mounting the Linux file system on two partitions

44



AOSS

Managing Directories & Files - 4 A

TRAINING & —

Click the 1con representing the terminal.

A window will pop up and you will see the black
window screen which you can type some commands.

Type the command: pwd and press the Enter key

This will show you where you are at, 1n this case, it
will be /home/knoppix.

Please note that forward slashes are used in the Linux
file system.

45



Managing Directories & Files - 5 :
Aoss Here are some commands which you can try out:

TRAINING P —
MS-DOS command Linux command
cd path cd path
cd )\ cd/
cd .. cd ..
cls clear

Ctrl-Alt-Del

Ctrl-Alt-Del or shutdown -r now

cCopy

cp

date

date

del filename

rm filename

del *.* rm *

dir dir or Is

diskcopy No direct equivalent
format

md mkdir

rd rmdir

ren mv filename new-filename
Time Date

N
xN

type filename

less filename (Ctrl-z to exit)




AOSS

Managing Directories & Files - 6 :

TRAINING

Linux command

Description

cal print a calendar for current month
df show how much disk space is free
du show disk usage information

free display memory information

Is list files and folders

Is -a list all files (including hidden files)
Is -s list files and their size

Is -t list files in time order (newest first)
mkdir make directory

mvdir move a directory

passwd set or change a password

pwd print the name of the current directory
rm remove a file

rm -R remove folder and its contents
rmdir remove a directory

Jb
Y

umount

unmount a device such as a disk drive




AOSS

TRAINING You can use the following commands to locate files:

Managing Directories & Files - 7 :

Linux command

Example of usage

Example result

find <starting directory> -name

find / -name sound

/usr/src/linux-2.0.34/drivers/sound

<filename> /etc/rc.d/init.d/sound
find ~/ -ctime 2 /home/kinchew/getip.c
(search my home directory for | /home/kinchew/a.out
files that have been
modified in the last two
days)
find ~/ -size 1024K /home/kinchew/bochs/bochs-980513/core
/home/kinchew/postgres51/core
locate locate sound /etc/sysconfig/soundcard
/home/kinchew/icons/sound1.gif
whereis whereis time time: /usr/bin/time /usr/include/time.h

/usr/man/man2/time.2
/usr/man/mann/time.n

which

which time

fust/bin/time 48




AOSS

TRAINING —
Use any text editor (e.g. pico or gvim) to type some text. Save the file with a

Managing Directories & Files - 8 A

name like “testfile” and save it on the desktop.

* Go to a terminal window and change its file permission such that the owner
has all read, write and execute permissions; the group and the world (1.e.
everybody else) have only read and execute permissions.

* Binary bits for Read-Write-Execute: 111 (1.e. full permissions) Decimal

value: 7
* Binary bits for Read-Write-No Execute: 110 Decimal value: 6
* Binary bits for Read-No Write-Execute: 101 Decimal value: 5

* In the example above, please set the permission for testfile as: chmod 755
testfile

* Please check the permissions by typing: Is -la
49



AOSS

TRAINING

Managing Directories & Files - 10 A

Understanding the file permissions

e

* One advantage of the Linux system over Microsoft Windows
(especially before Windows XP software) 1s that you can assign
different types of permissions on every file or sub-directory.

* Move the mouse pointer over the icon labeled “KNOPPIX™ on the

desktop.

* After a while you will see the following appearing on the screen:

— Type:

— Size:

— Modified:
— Owner:

— Permissions:
— Name:

Desktop Config File
190 B
05/02/0306:17 pm
knoppix - knoppix
-TW-T--T--
KNOPPIX

50
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TRAINING & —

Managing Directories & Files - 10 A

Explanation of the Linux File System:

* Linux file systems have a single root directory (/).

* You don’t need to care what drives are where.

* Linux commands and filenames are case-sensitive.

* Files have 3 attributes - read (r), write (w), execute (x)
* Everything belongs to somebody.

lrwxr-xr-x 2 root root 2048 Oct 21 07:46 bin -> /usr/bin
drwxr-xr-x2 root root 1024 Oct 15 14:28 boot
-ITWXI-XI-X 2 root root 1382760 Oct 21 07:43 vmlinux

51



Managing Directories & Files - 11 :
AOSS A

TRAINING P —
Irwxr-xr-x2 root root 2048 Oct 21 07:46 bin -> /usr/bin

drwxr-xr-x 2 root root 1024 Oct 15 14:28 boot

-TWXTI-XT1-X2 root root 1382760 Oct 21 07:43 vmlinux

* First letter - link, directory or normal file (-)

* Next 9 characters - first 3 for file’s owner; second 3 for file’s group
and last 3 for everybody else.

* So, in the above example of KNOPPIX having the permissions ““-rw-r--
r--“, we have the following:

* KNOPPIX 1s a file.
* The owner has read (r) and write (w) but not execute (x) permissions.
* The group only has read (r) permission.

* Everybody else only has read (r) permission.
52



AOSS

TRAINING

Managing Directories & Files - 12 A

Owner Group

dr wxrwkx

— File type:
. =file
d = directory
| = link

>
Others
' W X
— Execute
Write

Read

3



Managing Directories & Files - 13 :
AOSS A

TRAINING S &
File permissions

I W X
22 2! 29
4 2 1
Example: Full permission for the
chmod 755 filename owner, read & execute
access for group and

others. 54




AOSS

TRAINING

Commands - 1

A

8P —

chmod — to change permissions for users, groups
and others

chmod + to turn on the permission

chmod - to turn off the permission

chown username filename

to change the owner of the file

chown —R username
directoryname

R is for recursive

chgrp groupname filename

Changing the groupname

chgrp —R groupname
directoryname

Changing the groupname recursively

55




Commands - 2
AOSS f\
TRAINING

o

Command Explanation

chmod u+r filename Turns on read permission for user
(1.e. owner)

chmod g-w filename Turns off write permission for
group

chmod o-rwx filename Turns off all permissions for non-
group users

56




Exercise

AOSS

TRAINING _*__Complete the following table

o
S/No. |Request Instruction

1 Make a text file, abc, executable by

everybody
2 Ensure that all files in ../config/includes

are writable by everybody
3 Change the owner of a file named

“as1aossl.txt” to root
4 Activate group write permissions for file

named “magical-beans.gz”
5 Change group name of “magical-

beans.gz” file to “admins”
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Networking & Samba
AOSS

TRAINING




AOSS Agenda

TRAINING

* Recap <YLLee>
* Networking

— Setting up network

— Trouble shooting

* Samba
— What 1s samba
— Why samba and not NFS
— Sharing files across the network

— Checking files over the network

59



AOSS

TRAINING

Recap

60



AOSS Networking A

TRAINING & —

* Setting up Networking in KNOPPIX/Debian

— Autoconfiguration

— Manual

* Autoconfiguration

— Networking should have been configured upon
booting the system

* Manual

61



AOSS Setting up Networking A

TRAINING & —

* Step 01 — Identify the hardware
— Using Knoppix's KInfoCenter

* Start the Kmenu -> System -> KInfoCenter

* Click on “Network Interfaces™

* Click on “PCI”
— Using Ispci

* Run the command “Ispc1” 1n a terminal window
— Using dmesg

* Run the command “dmesg | grep eth” in a terminal
window 62



AOSS Setting up Networking A

TRAINING T -

* Step 02 — load the driver
— Load the device driver for the appropriate driver
— <need the machines to list>

— Check that the driver 1s not already loaded by
running the “Ismod” command

* Ismod

— Use the “modprobe” command to load the driver

* modprobe <driver name>

63



AOSS Setting up Networking A

TRAINING & —

* Step 03 — Identify the network interface

— Names to note
* lo — The loopback interface — always 127.0.0.1
* eth — The ethernet interface for ethernet devices

* ppp — The Point 2 Point Protocol interface for dial up
modems

* wlan — The wireless lan interface
— Identify the name of your network interface with:

* dmesg | less
* 1p addr 64



AOSS Setting up Networking A

TRAINING & —

* Step 04 — Bringing the network 1nterface up

— Click on Kmenu -> KNOPPIX -> Network/Internet
-> Network card configuration

— Ifconfig ethO 192.168.1.1/24 up
— dhclient eth0
— dhcpced -1 eth0

65



AOSS Setting up Networking A

TRAINING B

* Step 05 — Finding the gateway
— Using “1p route” to find the gateway
— Using “route” to find the gateway

66



AOSS Setting up Networking A

TRAINING & —

* Step 06 — Checking the network

— Running “ping” to verify that the network 1s running

67



Aoss Samba Network File Sharing A

TRAINING & —

* Samba Network File Sharing
— Network file sharing with Windows machines

— Allow Windows users to access and share files from
a linux server

— Granular access control

— Demonstrate simple file sharing with user based
authentication

68



AOSS Setting up Samba A

TRAINING & —

* Step 01 — Samba Control Center

— Click on Kmenu -> Control Center -> Internet &
Network -> Samba

— Click on the “Administrator Mode” button

69



AOSS Setting up Samba A

TRAINING & —

* Step 02 — Base Settings
— Ensure that Security Level -> User

— Further Options -> Allow guest logins

70



AOSS Setting up Samba A

TRAINING & —

* Step 03 — Adding a Share
— Click on the “Shares” tab

— Click on “Add New Share...” button
* Type the Directory -> Path
* Fill in the Identifier -> Name and Identifier -> Comment
* Click on the Users tab
* All Unspecified Users -> Allow

— This allows all users to access this share

71



AOSS Setting up Samba A

TRAINING B

* Step 04 — Testing with smbclient
— Running smbclient -L. KNOPPIX

72



AOSS Setting up Samba A

TRAINING & —

* Test other features to test and optimize samba

* [Learn to use Samba 1n “Domain” mode

73



AOSS

Using the Printer & Scanner A

TRAINING & —

* Printing under Linux works on the basis of print queues.
De-queuing 1s known as spooling.

Spooler — the process that sends the print jobs from the
queue to the printer. Spooler can be one of the many
programs.

CUPS (Common Unix Printing System) — platform-
independent printing system — popular in UNIX and Linux
world.

CUPS uses the Internet Printing Protocol (IPP).
KDE uses CUPS transparently.

LPD 1s the second spooler which has been around for a
long time.

74



AOSS Mail Server and Internet Applications A

TRAINING B

* Connecting to the Internet with a modem
* Instant messaging with GAIM
* Email:

— KMail

— Evolution
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AOSS Using Internet Applications A

TRAINING & —

* Useftul Websites:

— gaim.sourceforge.net
— www.jabber.org

— www.jabberstudio.org/project/?cat=>5
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